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GENERAL NOTES

THE PRODUCT INCLUDING THE SOFTWARE PROVIDED BY GEMALTO M2M GMBH (“GEMALTO M2M”)
WITH THE PRODUCT (“PRODUCT") IS DEEMED ACCEPTED BY RECIPIENT AND IS PROVIDED WITHOUT
INTERFACE TO RECIPIENT'S PRODUCTS. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED
FOR TESTING, EVALUATION, INTEGRATION AND INFORMATION PURPOSES.

COPYRIGHTS
THE SOFTWARE OBTAINED FROM GEMALTO M2M TOGETHER WITH THE PRODUCT (“SOFTWARE”) IS
THE INTELLECTUAL PROPERTY OF GEMALTO M2M AND/OR ITS LICENSORS.

LIMITED LICENCE GRANT

SUBJECT TO THE TERMS AND CONDITIONS IN THIS AGREEMENT, THE RECIPIENT, ITS CUSTOMERS AND
END-CUSTOMERS OF THE PRODUCT SHALL HAVE A NON-EXCLUSIVE RIGHT TO USE THE PRODUCT
OBTAINED FROM GEMALTO M2M. THE RECIPIENT SHALL NOT AND SHALL CONTRACTUALLY BIND ITS
CUSTOMERS AND THE END-CUSTOMERS NOT TO TRANSFER, COPY, MODIFY, TRANSLATE, REVERSE
ENGINEER, CREATE DERIVATIVE WORKS, DISASSEMBLE OR DECOMPILE THE SOFTWARE OR
OTHERWISE USE THE SOFTWARE EXCEPT AS SPECIFICALLY AUTHORIZED BY THE PURPOSE OF THIS
AGREEMENT OR BY MANDATORY LAW. GEMALTO M2M SHALL BE A THIRD PARTY BENEFICIARY IN THE
AGREEMENTS WITH CUSTOMERS AND END-CUSTOMERS REGARDING THE SOFTWARE.

ANY RIGHT, TITLE AND INTEREST IN AND TO THE PRODUCT, OTHER THAN THOSE EXPRESSLY
GRANTED TO THE RECIPIENT UNDER THIS AGREEMENT, SHALL REMAIN VESTED WITH GEMALTO M2M
OR ITS THIRD PARTY LICENSORS.

GEMALTO M2M IS NOT OBLIGED TO MAKE THE SOURCE CODE OF THE SOFTWARE AVAILABLE TO THE
RECIPIENT.

DISCLAIMER OF WARRANTY

THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED ON AN “AS IS" BASIS ONLY AND MAY
CONTAIN DEFICIENCIES OR INADEQUACIES. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, GEMALTO M2M FURTHER DISCLAIMS ALL WARRANTIES, INCLUDING WITHOUT
LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY, COMPLETENESS, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD-PARTY RIGHTS. THIS PRODUCT IS NOT
INTENDED FOR USE IN LIFE SUPPORT APPLIANCES, DEVICES OR SYSTEMS WHERE A MALFUNCTION
OF THE PRODUCT CAN REASONABLY BE EXPECTED TO RESULT IN PERSONAL INJURY. APPLICATIONS
INCORPORATING THE DESCRIBED PRODUCT MUST BE DESIGNED TO BE IN ACCORDANCE WITH THE
TECHNICAL SPECIFICATIONS PROVIDED IN THESE GUIDELINES. FAILURE TO COMPLY WITH ANY OF
THE REQUIRED PROCEDURES CAN RESULT IN MALFUNCTIONS OR SERIOUS DISCREPANCIES IN
RESULTS. FURTHERMORE, ALL SAFETY INSTRUCTIONS REGARDING THE USE OF MOBILE TECHNICAL
SYSTEMS, INCLUDING GSM AND GPS PRODUCTS, WHICH ALSO APPLY TO CELLULAR PHONES MUST
BE FOLLOWED. GEMALTO M2M CUSTOMERS USING THIS PRODUCT FOR USE IN ANY APPLICATIONS
DO SO AT THEIR OWN RISK AND AGREE TO FULLY INDEMNIFY GEMALTO M2M FOR ANY DAMAGES
RESULTING FROM ILLEGAL USE.
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EXCLUSION OF LIABILITY

GEMALTO M2M, ITS LEGAL REPRESENTATIVES AND VICARIOUS AGENTS SHALL - IRRESPECTIVE OF
THE LEGAL GROUND — ONLY BE LIABLE FOR DAMAGES IF THE DAMAGE WAS CAUSED THROUGH
CULPABLE BREACH OF A MAJOR CONTRACTUAL OBLIGATION (CARDINAL DUTY), I.LE. A DUTY THE
FULFILMENT OF WHICH ALLOWS THE PROPER EXECUTION OF THE RESPECTIVE AGREEMENT IN THE
FIRST PLACE OR THE BREACH OF WHICH PUTS THE ACHIEVEMENT OF THE PURPOSE OF THE
AGREEMENT AT STAKE, RESPECTIVELY, AND ON THE FULFILMENT OF WHICH THE RECIPIENT
THEREFORE MAY RELY ON OR WAS CAUSED BY GROSS NEGLIGENCE OR INTENTIONALLY. ANY
FURTHER LIABILITY FOR DAMAGES SHALL — IRRESPECTIVE OF THE LEGAL GROUND — BE EXCLUDED.
IN THE EVENT THAT GEMALTO M2M IS LIABLE FOR THE VIOLATION OF A MAJOR CONTRACTUAL
OBLIGATION IN THE ABSENCE OF GROSS NEGLIGENCE OR WILFUL CONDUCT, SUCH LIABILITY FOR
DAMAGE SHALL BE LIMITED TO AN EXTENT WHICH, AT THE TIME WHEN THE RESPECTIVE AGREEMENT
IS CONCLUDED, GEMALTO M2M SHOULD NORMALLY EXPECT TO ARISE DUE TO CIRCUMSTANCES
THAT THE PARTIES HAD KNOWLEDGE OF AT SUCH POINT IN TIME. GEMALTO M2M SHALL IN NO EVENT
BE LIABLE FOR INDIRECT AND CONSEQUENTIAL DAMAGES OR LOSS OF PROFIT. GEMALTO M2M
SHALL IN NO EVENT BE LIABLE FOR AN AMOUNT EXCEEDING € 20,000.00 PER EVENT OF DAMAGE.
WITHIN THE BUSINESS RELATIONSHIP THE OVERALL LIABILITY SHALL BE LIMITED TO A TOTAL OF
€ 100,000.00. CLAIMS FOR DAMAGES SHALL BECOME TIME-BARRED AFTER ONE YEAR AS OF THE
BEGINNING OF THE STATUTORY LIMITATION PERIOD. IRRESPECTIVE OF THE RECIPIENT'S
KNOWLEDGE OR GROSS NEGLIGENT LACK OF KNOWLEDGE OF THE CIRCUMSTANCES GIVING RISE
FOR A LIABILITY ANY CLAIMS SHALL BECOME TIME-BARRED AFTER FIVE YEARS AS OF THE LIABILITY
AROSE. THE AFOREMENTIONED LIMITATION OR EXCLUSION OF LIABILITY SHALL NOT APPLY IN THE
CASE OF CULPABLE INJURY TO LIFE, BODY OR HEALTH, IN CASE OF INTENTIONAL ACTS, UNDER THE
LIABILITY PROVISIONS OF THE GERMAN PRODUCT LIABILITY ACT (PRODUKTHAFTUNGSGESETZ) OR IN
CASE OF A CONTRACTUALLY AGREED OBLIGATION TO ASSUME LIABILITY IRRESPECTIVE OF ANY
FAULT (GUARANTEE).

SECRECY

THE RECIPIENT UNDERTAKES FOR AN UNLIMITED PERIOD OF TIME TO OBSERVE SECRECY
REGARDING ANY INFORMATION AND DATA PROVIDED TO HIM IN THE CONTEXT OF THE CONTRACTUAL
RELATIONSHIP AND CLASSIFIED AS CONFIDENTIAL OR OTHERWISE RECOGNISABLE AS
CONFIDENTIAL, IN PARTICULAR AS TRADE OR COMPANY SECRET AND — AS FAR AS NOT NECESSARY
FOR THE ACHIEVEMENT OF THE PURPOSE OF THE CONTRACT — TO NEITHER RECORD NOR FORWARD
TO THIRD PARTIES NOR USE IN ANY WAY. EMPLOYEES AND THIRD PARTIES INVOLVED SHALL BE
BOUND TO OBSERVE THE ABOVE PROVISIONS.

MISCELLANEOUS

THE INTERPRETATION OF THIS GENERAL NOTE SHALL BE GOVERNED AND CONSTRUED ACCORDING
TO GERMAN LAW WITHOUT REFERENCE TO ANY OTHER SUBSTANTIVE LAW. LEGAL VENUE FOR ALL
DISPUTES ARISING FROM THIS AGREEMENT SHALL BE MUNICH, GERMANY.

IN THE EVENT OF A CONFLICT BETWEEN THE PROVISIONS OF THIS AGREEMENT AND ANOTHER
AGREEMENT REGARDING THE PRODUCT (EXCEPT THE GENERAL TERMS AND CONDITIONS OF
GEMALTO M2M) THE OTHER AGREEMENT SHALL PREVAIL.

Copyright

Transmittal, reproduction, dissemination and/or editing of this document as well as utilization of its contents and
communication thereof to others without express authorization are prohibited. Offenders will be held liable for
payment of damages. All rights created by patent grant or registration of a utility model or design patent are
reserved.

Copyright © 2015, Gemalto M2M GmbH, a Gemalto Company

Trademark Notice
Gemalto, the Gemalto logo, are trademarks and service marks of Gemalto and are registered in certain
countries.
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1 Introduction

This Release Note refers to the Maintenance Release
Cinterion® BGS5 01.100

BGS5 01.100 comes with JRC (Java Maintenance Application) installed when shipped from
factory or when updated to the latest firmware. Required for proper operation, the JRC
should not be changed. Also, please never disable the command
ATASCFG="Userware/Autostart","1" needed to automatically start the JRC each time after
reboot.

1.1 Related Documents

[1] BGS5 AT Command Set, v01.100a

[2] BGS5 Hardware Interface Description, v01.100c

[3] Hardware Migration Guide: Differences between BGS2 Rell+2, EHSx and BGS5, v01
[4] DSB75 Support Board Hardware Interface Description, v014

[5] Multi-Adapter R1 User Guide, v03

[6] Getting Started with BGS5, v01

[7] BGS5 Java User’'s Guide, v01

[8] Multiplex Driver Installation Guide, v17

[9] Multiplex Driver Developer's Guide, v19

[10] Application Note 16: Updating EHSx/BGS5 Firmware, v02

[11] Application Note 17: Firmware Update over the Air, vO1

[12] Application Note 39: USB Interface Description, vO1

[13] Application Note 26: Power Supply for Wireless Applications, v05
[14] Application Note 48: SMT Module Integration, v04

To visit the Gemalto M2M Website you can use the following link:
http://m2m.gemalto.com/

gemalto” BGS5 rn_v01.100b 2015-01-28
Confidential / Released


http://m2m.gemalto.com/

Cinterion® BGS5 Release Notes Page 6 of 9

2 New and Improved Features

Feature

Brief description

AT"SCFG, "MEShutdown/
sVsup/threshold"

The new ATASCFG subcommand "MEShutdown/
sVsup/threshold® can be used to adjust the module’s
undervoltage threshold.

The feature is only intended for applications operating at the limit
of the tolerance defined for voltage drops during transmit burst.
Therefore, you are advised to take great care when using this
option. In particular, it is strongly recommended to implement an
additional external supply voltage monitoring circuit to ensure that
the module operates within range.

AT SBV

The new command ATASBV allows to monitor the supply voltage
of the module.

“\SBC” URCs

BGS5 now supports Unsolicited Result Codes reporting critical
undervoltage and overvoltage conditions:

ASBC: Undervoltage Warning

ASBC: Undervoltage Shutdown

ASBC: Overvoltage Warning

ASBC: Overvoltage Shutdown.

The URCs do not need be activated by AT command. They will
be sent automatically each time when supply voltage limits are
detected.

Java JRC framework
stability

The performance of the BGS5 Java JRC framework has been
improved and stabilized.

Java CommConnection

The blocking read method on an InputStream of a

InputStream() CommConnection object is now returned after the InputStream
was closed.
ATASISS The @ character is now supported when GSM alphabet is set.

This eliminates the need to use the escape sequence \00
required for earlier BGS5 releases.

Audio performance

The Echo Canceller has been improved. Audio mode
ATASNFS=2 (handsfree) is working properly now.

ATASLED All parameters of the ATASLED command designed to control an
LED connected to the module’s STATUS line are now non-
volatile.

ATASFSA The underline character (“_") is now fully supported.

ATASNMON Responses to commands ATASNMON="INS",2,2 and
ATA"SNMON="INS",2 are correct.
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3 Known Issues

Feature

Brief description

AT+CLCK, AT+CPWD
for “PS” lock

“PS” lock is currently not supported and cannot be configured
with AT+CPWD and AT+CLCK.

USB data transfer

If transferring data via USB interface with a data package size
exactly equal in length to the EP (End Point) buffer size, some
USB host drivers will not respond to this with a zero length
package to indicate that the data transmission is finished. The
module will then treat the transfer as not finished and continue to
wait for an appropriate response.

ATASFSA

If using the ATASFSA sub-command “mkdir” to create a directory
containing the special character “%”, an inappropriate error
message is returned ("SFSA: 2).

AT ASFSA="stat”

The ATASFSA="stat”,"<path>" command shows incorrect values
for parameters <date last access>, <date last modification>,
<date last file stat change>.

AT”SISS, The optional profile parameters “keepcnt”, “keepintvl“ specified in
Socket TCP parameters | [1] for all Socket TCP services are currently not effective.
“keepcnt”, “keepintvl*

AT”SISS, The module accepts changing parameters of an existing

Reusing IP service
profile

AT/SISS service profile, but afterwards the changed service
profile cannot be opened with ATASISO.

Therefore, to make a changed ATASISS service profile take
effect, simply set ATASISS=1,"srvType","none" and then set the

“srvType” parameter once again.

ATASSPI

Repeatedly reading 2048 bytes from an 1°C connection will
unexpectedly restart the module.

Workaround: It is recommended that the maximum data package
length should not exceed 64 bytes. Larger data packages should
be split into packages of smaller or equal size, before being
transferred by AT command or via APl from Java MIDlets. This
recommendation is valid for both 100 kbps and 400 kbps data
transfer rates.

Hardware flow control

The toggling frequency at serial interface handshake input lines
(e.g. RTS) should not exceed 1 kHz.
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Feature Brief description

AT+CCLK At the end of a year, the RTC does not roll over to the next year.
Instead, it switches back from December 31 to January 01 of the
old year, for example from +CCLK: "14/12/31,23:59:59” to
+CCLK: "14/01/01,00:00:00".
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About Gemalto

Gemalto (Euronext NLO0O00400653 GTO) is the world leader in digital security with 2011 annual
revenues of €2 billion and more than 10,000 employees operating out of 74 offices and 14 Research
& Development centers, located in 43 countries.

We are at the heart of the rapidly evolving digital society. Billions of people worldwide increasingly
want the freedom to communicate, travel, shop, bank, entertain and work - anytime, everywhere

- in ways that are enjoyable and safe. Gemalto delivers on their expanding needs for personal
mobile services, payment security, authenticated cloud access, identity and privacy protection,
eHealthcare and eGovernment efficiency, convenient ticketing and dependable machine-to-
machine (M2M) applications.

Gemalto develops secure embedded software and secure products which we design and
personalize. Our platforms and services manage these secure products, the confidential data they
contain and the trusted end-user services they enable. Our inovations enable our clients to offer
trusted and convenient digital services to billions of individuals.

Gemalto thrives with the growing number of people using its solutions to interact with the digital
and wireless world.

For more information please visit
m2m.gemalto.com, www.facebook.com/gemalto, or Follow@gemaltom2m on twitter.

Gemalto M2M GmbH
St.-Martin-Str. 60
81541 Munich
Germany

gemalto

security to be free
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